Intentional attacks or accidental mistakes can easily destroy or compromise a computer's ability to perform its original intended functions. Therefore, security is the basic necessity for all types of computer-related systems especially where leakage of information could affect the business or work. The security industry is enabling people to communicate, do online purchases and commerce, using technology products and services that provide the necessary protections 1 . One common misconception among the users is that technology provides 100 per cent protection in all types of activities/tasks. This is a fact that a combination of products or factors works hand-in-hand in constant harmony to ensure absolute security on the Internet, and this is also the guiding principle of Microsoft's new slogan "Secure by design, secure by default, secure in deployment".
Securing computers, information systems and cyberspace requires continuous efforts ranging from the individuals, corporations and governments. In other words, the whole society in general plays equally an important role in protecting the security of information and information systems. Users today are increasingly interconnected and these connections typically cut across boundaries of towns, cities, states, and countries. Critical infrastructure like transportation, energy and finances of developed countries are now being managed on the Internet, which shows its growing importance. This is coupled with the increasing number of wireless devices and private networks, which in turn have increased the volume of protected information being exchanged between people. With the advancement of technology, the need for users' privacy has also increased significantly; because of the ease at which personal information of a user can be collected, stored and disseminated. Authentication, integrity, nonrepudiation, confidentiality and availability are the other components of online/computer security.
The information, media and telecommunication industry in Singapore have evolved rapidly over the past 10 years, and the Information Development Authority (IDA) of Singapore, a statutory board of the government under Ministry of Information, Communications and Arts is responsible for the promotion of cyber laws in the country.
This study mainly explores the current awareness of knowledge about cyber laws in Singapore. Majority of the people surveyed were Internet user for various purposes such as e-commerce, money transactions, communication, education, governance, etc. in their day-to-day life. At the same time, the study also identified the difficulties encountered by the individuals; and the preferred mode of communication between the state and individuals. The objectives of the study were: (i) to investigate Singapore's initiatives and progress in cyber laws; (ii) to highlight the barriers to comprehending cyber laws in Singapore; (iii) to identify the level of awareness of cyber laws among Singaporeans; (iv) to find out the impact of cyber laws in Singapore; and (v) to identify the user's preferred mode of communication and information delivery.
BACKGROUND
The elements of any security infrastructure include information technology (IT), procedures, practices, laws and regulations, and people and organisations 2 . Management support and the organisation are the keys to the success of any security infrastructure 3 . Some of the challenges faced while enforcing cyber laws in the international front include: harmonisation of country's criminal laws, locating and identifying perpetrators across borders, and securing electronic evidence of their crimes 4 so that they may be brought to the notice of the court of law. The existing major cyber laws in the world include the Computer and Fraud Act of the United States and the Computer Misuse Act of the United Kingdom and some other Acts across Asia. According to Ang 5 , key policies and legal issues related to cyber laws can be grouped into six categories: (i) intellectual property rights, (ii) issues related to e-commerce, (iii) security, (iv) privacy, (v) content regulation, and (vi) access and service provision.
RELATED RESEARCH
Information security has become an important part of every business's integrated strategy in risk management. Electronic data and its transmission are vulnerable because of unauthorised interference from criminals and persons having vested interests. Ensuring security of data through legal and technical means has become a matter of concern. Personal information privacy is arguably the most important issue facing the growth and prosperity of the Internet, especially e-commerce. A recent survey result shows that security on Internet is growing and this feeling is lingering with majority of the people of the online community (www.harrisinteractive.com, www.nfoi.com).
Cyber laws encompass the legal, statutory and constitutional provisions that affect computers and computers' networks to individuals, corporate bodies and institutions which (a) mainly work in cyber space, (b) provide access to cyber space, (c) produce hardware and software that enable users to access cyber space, and computer users who work in cyber space. Laws, norms, market, and the code are the four moral values that regulate our behaviour 6 . Governments around the world has a responsibility to pass legislation and educate the general public to combat with high-tech crimes and high-tech criminals 7 . In this regard US has taken an initiative and established a 'Awareness Outreach Task Force' to coordinate and promote awareness about cyber laws. This task force has formulated US National Cyber Security in collaboration with TechNet, US Chamber of Commerce, Business Software Alliance, and other professional bodies. Similarly, Organisation for Economic Cooperation and Development (OECD) has prepared Guidelines for the Security of Information Systems and Networks: Towards a Culture of Security for the sake of cyber laws awareness among public. Following these lines, Singapore also made an effort to raise the awareness of security issues including cyber laws by conducting a 10 days course on 'Internet Security and Cyber Laws in Singapore' for local professionals in September 2004. Business Software Alliance (BSA) conducted a survey to know about cyber laws awareness and found that awareness of information security has increased significantly among the users 8 .
The study found that private sector leaders believe that government should take leading role in cyber security by enforcing strict laws particular for cyber security, pass a federal data breech notification bill, and take other necessary steps to safe guard from the cyber threats.
METHODOLOGY
The survey used the questionnaire tool to know the awareness of cyber laws among the Singaporeans. The method was costeffective and helped in collecting different types of information related to the users' attitudes from a cross-section of occupations in a limited time frame. The questionnaire contained 34 questions, both open and closedended, organised in six sections: personal profile, computer/web usage, awareness about cyber laws, overall satisfaction/rating, user's preferences/requirements, and barriers/problems faced. Before deploying the actual survey, the questionnaire was piloted with five people. Based on their feedback, the contents and the structure of the questionnaire were improved for the final survey. The questionnaire was sent to 150 professionals (i.e. students, engineers, lecturers, finance-related professionals, etc.). Of the 150 professionals, 72 (48 per cent) responded, but only 66 questionnaires were taken as valid. The remaining were rejected because of illegible writing and incompleteness of answers. All these valid questionnaires were subsequently analysed.
RESULTS

Users' Profile
The respondent's personal details were tabulated (Table 1) according to the gender, age group, basic qualification, profession, ownership of computer, Internet usage, and purpose of Internet use. Of the total, the percentage of males (56 per cent) was slightly more than females (44 per cent). The majority of the respondents (82.9 per cent) belonged to the age group of 21-40 years and almost were also having a notebook computer. A person also had a personal digital assistant (PDA). Macintosh computer was found the least popular among Singaporeans as only 1.5 per cent of the respondents owned the Macnitosh.
The majority of these respondents (81.9 per cent) were using Internet for 30 hr or less per week and the remaining for 31-70 hr per week. Information gathering (81.8 per cent) was the most popular task. Less than half of them (47 per cent) were using Internet for e-mails, and more than a quarter (28.8 per cent) were using Internet for their dayto-day office work. A small percentage (18.2 per cent) of them were also using it for ecommerce. A few were using it for games, chatting, and participating in forums. Overall, the participants of the survey sample were highly IT literates, therefore computer ownership and using Internet either at home or office was also high.
Awareness of Cyber Laws in Singapore
Keeping up-to-date with Computer
Security News Figure 1 shows that more than threequarters (76 per cent) of the respondents do not keep in touch with the latest computersecurity related news. A small percentage (3 per cent) felt that they considered themselves as "fully aware" and another 14 per cent "somewhat aware" about cyber laws in Singapore. The percentage of persons who are aware about cyber laws in Singapore is almost similar when it was compared to another national survey conducted across the UK where 57 per cent indicated that they had inadequate awareness about computer security laws 9 . For those who kept themselves updated with computer security related news, the print media such as magazines, journals and newspapers were the most popular sources of information. Similar results were also found in another similar study in which printed materials were the most preferred form of information source to the majority of the students 10 . In that study, a quarter (24 per cent) of the respondents felt that keeping up-to-date on the computer-security news is mandatory to IT and related professions without which they cannot progress in their work or career.
Virus attacks and Software Vulnerabilities
The majority of the respondents were aware about the repercussions of various virus attacks (Table 2 ). This could be the result of a computer-literate society as well as the fact that the majority of the participants of the survey hold at least a degree as their basic qualification. Almost half of them agreed that viruses will certainly affect PCs or Notebooks that are being used at their homes (66.7 per cent) and offices (60.6 per cent). However, software vulnerability and disclosure may not be encouraged at least from the management's point of view 11 .
The majority (64 per cent) of the respondents were aware of the Computer Misuse Act of Singapore, but 91 per cent were not aware or keeping up-to-date about the recent amendments to the same Act. However, most of them (90 per cent) agreed that ethics are needed for the Internet users. This was expected because of high literacy level of the respondents willing to assume more responsibility at an individual level.
Similarly, another survey conducted with the US-based small medium enterprises (SME), found that even though IT has become an integral part of the US SMEs, there was lack of awareness on basic ethical issues 12 . Similarly, another study found that anonymity, common among Internet users is due to the lack of cyber ethics 13 .
Copyright Law
Eighty-six per cent of the participants surveyed were aware of the Copyright Laws and about 82 per cent also understood its application in the Internet environment. This matched with the 81 per cent of the respondents who had degree and above basic education qualifications indicating that the people having tertiary education are keeping up-to-date with the local cyber laws.
Importance of the Privacy
All respondents felt that privacy is an important, if not very important, issue in the online environment. Of the total, slightly less than three-fourth (71 per cent) respondents mentioned that it was very important in their day-to-day life and more than half (56; 85 per cent) felt that the law should protect every one's privacy. This shows that all these respondents prefer their privacy and regard as an important issue for their work/transactions, perhaps due to Westerners influence on Singaporeans. This finding is similar with another study of consumers in the Federal Republic of Germany where consumers have very strong views about protecting their privacy 14 .
Level of understanding of Cyber Laws in Singapore
Sixty-nine and 89.4 per cent of respondents were aware about both the Computer Misuse Act and the Copyright Act of Singapore, respectively. The majority (71 per cent) of the respondents felt that they have "somewhat understood" the above mentioned Acts. This is not surprising because most of the participants in this survey were using Internet frequently, but not keeping up-to-date with relevant laws. Table 3 gives a snapshot of the level of awareness among the respondents about the available cyber laws in the world. It is surprising that respondents were not familiar with the cyber laws in neighbouring countries (Malaysia, Philippines, etc.). However, almost a fifth of them are familiar with the cyber laws of the USA and the UK. This could be because these people may be working in multinationals companies. Overall, the majority of the respondents were familiar with the Singapore cyber laws, but the same were not that much familiar with the Broadcasting Act (36.4 per cent) and the Electronic Transactions Act (28.8 per cent) though they are regular users of e-commerce applications in their day-to-day life.
Worms/Viruses/Trojans
No. of respondents % of respondents It will affect the PCs or notebook I used at home 44 66.7
It will affect the PCs or notebook used in the office 40 60.6
Heard of it, but I believe I am well protected 17 25.8
Not at all a problem 1 1.5
Never heard/Don't know 0 0 
Overall Satisfaction Rating of Existing Cyber Laws
Security Updates/Patches/Advisories
More than half (54 per cent) of respondents were fully aware that the virus scanner updates automatically through downloading at regular intervals (Table 4) whereas about a third (34.8 per cent) of them were 'not sure' about how software security updates taking place on their system. One possible explanation for this could be that the software updates may not be done that frequently, hence the respondents were not fully aware about this aspect. It is interesting to note that majority of them were cautious about updating antivirus software (57.6 per cent) by setting in an auto updating mode but in reality only about half (27.3 per cent) of these were doing software security updates.
The percentage of people downloading these patches/updates was double (24.2 per cent) then people downloading software security virus scanners (12.1 per cent). To avoid unforeseen problems due to virus and other security threats, all the end-users got to need basic education or training so that they scan their systems on their own at regular intervals.
Satisfaction of Commercial Computer and Application Software
Close to half (48 per cent) of the respondents expressed their 'mediocre' happiness with the current security provisions with the existing commercial computer system/software. More than half (68 per cent) of the people were 'somewhat happy' or `happy' and less than a third (32 per cent) were not happy with the existing practices. However, it would always be better if the software vendors provide enough training/information to the users and make them understand the importance of their system's security.
Cyber Safety Levels in Singapore
Half of the respondents were somewhat comfortable about the existing computerrelated laws in Singapore. So, there is a good bit of room for improvement with regard to the cyber laws in Singapore. Although, Singapore has fairly established computerrelated laws, about half (49 per cent) of the respondents thought that Singapore still might not be a safer place for computer-related activities showing the concerns of the participants about the high level of uncertainty among those who use Internet extensively for their day-to-day activities. In this context, both the Singapore government and computer industry should come together and work towards the removal of the fear from the minds of the people so that Internet usage improve further in the country.
User's Preferences/Requirements about the Cyber Laws
Security Responsibility on the Internet
Almost every respondent felt that every individual should take the responsibility for the safety on the Internet, which is similar to a study conducted for the implementation of the OECD guidelines for the security of Information Systems and Networks 15 . For this reason only, Microsoft, the number one IT Company in the world is sending monthly updates as patches for protection from all kinds of vulnerabilities. But government and IT companies should also gain the trust of the people to use their products 16 . According to respondents, different types of agencies such as government, private corporations, MNCs, individuals, etc. should also participate and take responsibility of the security on the Internet (Fig. 2) .
User's Privacy
Privacy was considered as an important factor, if not very important by all the respondents. More than a third felt that privacy (35 per cent) and security (33 per cent) were the major concerns while surfing the Internet. The other factors including authentication and integrity may be a bit difficult to comprehend hence less than a third (31 per cent) of them only indicated.
Who should Understand Cyber Laws in
Singapore?
Almost 98.5 per cent of the respondents agreed that 'every individual' should understand cyber laws in Singapore. Over half of them (56 per cent) also thought that the government should take lead role in propagating them. Similarly, 25.8 per cent of them thought that this responsibility should be given to the non-governmental organisations (NGOs) and over a third (37.9 per cent) also felt that professional societies/corporate offices should be given the responsibility to educate local people about cyber laws. At the same time, the majority of them felt that all the organisations including government, NGOs, individuals should take equal responsibility in understanding and implementing the cyber laws in Singapore.
Medium of Communication
Overwhelmingly respondents preferred newspapers and magazines (90.9 per cent), followed by TV and Radio (60.6 per cent) as the best medium for providing cyber lawsrelated information to public (Fig. 3) . Though Internet usage rate is very high in Singapore, authorities still preferred print media to publish the required news on cyber laws. In a study it was found that undergraduate students of computer engineering faculty at NTU still prefer traditional print media for information dissemination. Slightly over a quarter (27.2 per cent) preferred internal broadcasts at their workplace through their Intranet or portal and another (27.3 per cent) also felt that providing information through their local websites may be more appropriate. In general, the rate of reading newspapers and magazines is very high in Singapore.
Barriers and Problems Faced by the Users
Problems while Using the Internet
Given the recent avalanche of news on new permutation strains of viruses, security breaches with banks and the advent of spyware, it was inevitable that security breaches, lack of privacy from spying, etc. and threats of viruses were the top three problems envisaged by the respondents in the promotion of usage of the Internet.
Similarly in a recent global survey, it was found that viruses threat is considered important in the problems rank list of the Internet users. Table 5 lists the problems faced by the Singaporeans while using Internet. Nowadays spam and pornography mails are flooding everywhere and causing a lot of problems to users while using mailing system and Internet.
Safer Computers!
Besides better more robust software, mindset, ethics and user education were some of the reasons mentioned by the respondents to make computers safer from external threats. Apart form having good hardware and software, human participation is also important if not a critical component in overall security landscape.
These results (Table 6 ) are quite contrast to what Warren found in his survey of Australian companies that do not take enough security and users awareness training seriously. 
Remedies/Suggestions
Based on the results of the study, the following general guidelines have been prepared to implement an effective security awareness framework:
Problems encountered
No. of respondents (ii) Target group: It is easier to convince the educated users having basic qualification(s) such as degree and above. This group can be first targeted with an objective and purpose that they can continue to share their experiences and knowledge along with their peers at the workplace.
% of respondents
(iii) Laws: Laws should be clearly communicated and explained through various avenues at the workplace, through print and electronic media or public events, road shows, etc.
(iv) Psychological comfort: All the individuals should be addressed so as to ensure a complete understanding, compliance, and cooperation which may be able to share and work towards achieving a common objective.
(v) Ethics: Should be adhered by the individuals and organisations on the Internet.
(vi) Privacy: Privacy issues are of interest to Singaporean and may be openly discussed about how policies should, in the light of overall security consideration, be practiced.
(vii) Problems: Including privacy, security and viruses that are related to software should be taken care by the companies that are producing and due action should be taken or communicated to the users.
(viii) Best practices: Software or security updates should be sent regularly and their information may be communicated through the preferred medium like newspapers, workplaces and other avenues available including the government websites on the Internet.
CONCLUSION
Today general security is already an international problem that all countries are trying their level best to address at international level. The increasing popularity of the Internet as a medium and its borderless, interconnected nature seeks to exacerbate the security situation which cannot be assumed and taken for granted because many countries had very bad experiences related to critical security problems and some had really painful memories. Cyber laws that seek to protect the sovereignty and property are being constantly monitored, revised and updated to keep up with the changes. It is clear that the awareness of cyber laws and any of their revisions should be further explained and communicated regularly to every individual so that all of them take responsibility to maintain security of individual(s) on Internet.
All the participants in the survey are highly computer literates, owned a computer, and Internet connection either at home or office. Information gathering, communication and collaborative purposes in forum discussion are the common tasks for which computers being used by the participants. Keeping up with computer security-related news was not a common habit among the majority of the participants (56 per cent) and print media such as newspapers, journals and magazines are the most popular form of communication channels opted to publish about cyber laws and other related news by these participants. Since the level of awareness on the possible effects of computer worms, viruses and Trojan horses was comparatively high (66 per cent), hence, it is proposed that software producers should produce reliable software and timely communicate about remedial products available with them. The Computer Misuse Act and the Copyright Laws of Singapore were the most commonly heard of among the list of cyber laws provided to them. However, most of them were not aware of the recent revision to the Computer Misuse Act indicating either a possible disinterest or a case of inadequate and insufficient coverage in the media.
Ethics were considered as most necessary by the Singaporeans in the cyber or Internet because the participants were highly literate and aware of their rights and hence concerned about their privacy and suggested to protect cyber security by providing adequate cyber laws. All the people are fully aware about virus scanner updates in schools or companies environment where the automatic download function was available to protect from unexpected attacks.
The general comfort level of the existing computer related laws is satisfactory (50 per cent only) in Singapore so government need to educate the public about existing cyber laws and also introduce new laws from time to time to protect from the cyber threats. There is a general consensus that everyone has a role to play in the usage of the Internet with a view that the privacy and security factors are important. The lack of security, privacy and the ongoing threats of virus to computer systems were the three pressing problems while using the Internet. Better and more robust software, more user education and better virus protection were deemed as important in an effort to make computers safer to use.
The results of this study provided some useful insights about the cyber laws awareness among Singaporeans which will be useful to the government to take necessary corrective steps that ultimately will remove the fear/ phobia among Singaporeans about information security over Internet. 
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